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Preface

This document’s purpose is to aid a user in administrating the HOMES3 system.  This document is to be used as a keystroke-level step-by-step instruction manual of how to perform all system administration operations in HOMES3.   Proper system administration is essential to the performance of the system, and this manual should be consulted when it becomes necessary to solve problems.

WINDOWS NT TOOLS

Administration is critical in the maintenance of a stable system.  The Windows NT Server was designed to ensure that it was extensively yet easily managed in an enterprise environment.  NT Server provides a comprehensive set of management facilities.  Graphical tools assist the system administrator in centrally configuring both system services and users quickly and easily.  The following sections provide an overview of some of the key administration tools.

1.1 Server Manager

tc \l3 "3.3.1  Server Manager for Domains
Server Manager for Domains is a Windows NT tool available to the network administrator to ease the task of managing the network.  The Server Manager provides management capabilities of the Windows NT server for creating shares, viewing active sessions on the server, viewing active processes, managing alert handling, and managing other servers as they are added to the domain.

To open the Server Manager:

1 
Click Start  Programs Administrative ToolsServer Manager

As seen in Figure 1-1, the Server Manager resides on both the Communications and Database Servers.  The active user on either server must have administrative rights on the system to be able to utilize this function. 
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Server Manager is used for three main functions: 1) Shows all active workstations in the respective domain, 2) Used to convert a BDC to a PDC, when the existing PDC goes offline, and 3) Used to add/delete workstations from the domain.

Viewing the properties of each server (Figure 1-2) allows the administrator to see a list of users that are currently accessing the server and which shared directories are being used.  Information can also be gathered on resources that are being accessed and alert notification options can be configured.
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Selecting Shared Directories from under the Computer menu, allows the administrator to manage all the shared resources (Figure 1-3) on the Windows NT server.  Each shared directory can be managed from this utility.  New shared resources can be started, permissions can be changed, and access to shared resources can be eliminated remotely on file servers.
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Server Processes or Services (see Figure 1-4), being run on the Windows NT server, can also be managed using the Server Manager utility.  This allows the administrator to start, stop, or reset the services being run on the server.  Services, such as Netscape, may still need to be configured and run from application-specific tools, however, they may be reset quickly from the Server Manager.

1.2 tc \l3 "Event Viewer

tc \l3 "3.3.2  Event Viewer
The Event Viewer (Figure 1-5) allows administrators to review the events that have taken place on the Windows NT file server.  In Windows NT, an event is any significant occurrence in the system or a server application. Event Viewer should be considered the first step in troubleshooting problems that occur with Windows NT.

To Access the Event Viewer:

1 
Click Start  Programs Administrative Tools Event Viewer
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Events are added to the event log to allow tracking and to assist in troubleshooting the system. The events list can be sorted to provide a desired format.  Information events, warnings, and failed events are displayed, and more information about each event can be seen in properties.  

There are 3 types of event logs that a system administrator can view:

1) System Log, which deals with any system event, such as services that start or fail to start during boot up, 2) Application Log, which deals with the events of each application used by Windows NT, and 3) Security Log, which is used to view auditing events, when auditing is enabled. The System and Application event logs can be very helpful in diagnosing problems with the HOMES3 System.

To change the Event log viewed:

1
Click Log  then choose log type. (System, Application, or Security)

To expand an event, double-click on the respective event. A window will open, giving additional information for that event. Here, the administrator can verify the error message and find some direction in troubleshooting.
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1.3 User Manager for Domains

tc \l3 "3.3.3  User Manager for Domains
All user and group accounts are managed through the Windows NT User Manager.  User Manager for Domains is a Graphical User Interface (GUI) which can easily be used to add or delete user and group account information, set user account security policies, and modify user account properties.  The User Manager is even powerful enough to specify valid hours for any user or group of users to connect to the server.  The User Manager also provides an easy interface for setting password properties (such as age, length, and uniqueness) as well as for auditing user actions.

To access the User Manager for Domains:

1 
Click Start  programs Administrative ToolsUser Manager for Domains

The User Manager (Figure 1-6) controls both the user groups and the individual users.  The HOMES3 System has been configured for two primary user types:  Domain Admins and Domain Users.  Each user is defined in one of these groups.  Domain Admins have the rights and capabilities of administering the network.  Every user who is not a Domain Admin is a member of Domain Users.  Domain Users have the rights to the common areas and their home directory on the server.  This allows them to take full advantage of the network capabilities, but minimizes the effect they can have on the system.
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Windows NT also allows each user to belong to additional identifying groups (Figure 1-7).  These optional groups may simplify the advanced administration of the server by providing a mechanism for capabilities to be defined at the group level, rather than the user level. Some of the more useful NT default groups are: 

· Account Operators- have ability to administer accounts on the servers, but not the servers themselves.

· Backup Operators- have ability to back up files without having full administrative rights.

· Server Operators- have ability to administer domain servers
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1.4 Performance Monitor

tc \l3 "3.3.4  Performance Monitor
The Windows NT Performance Monitor is a graphical tool for measuring the performance of a Windows NT Server.  The Performance Monitor allows an administrator to easily view the behavior of operating system objects such as processors, memory, cache, threads, and processes.  Counters can be associated with any of these objects to provide information on device usage, delays, throughput, and internal congestion.  The Performance Monitor provides charting, alerting, and reporting capabilities which reflect current activity as well as log past activity.  

To access the Performance Monitor:

1 
Click Start  Programs Administrative Tools Performance Monitor

There are four different views in Performance Monitor:

· Chart View - Graphically displays information

· Log View - Stores information in a file for later analysis

· Report View - Creates user-defined reports of event values

· Alert View - Provides information about events that exceed user-defined limits.  Alert View is also useful for configuring Windows NT to launch an application to take corrective or preventive action should an alert condition exist.

To add an event once in Performance Monitor:

1
Click Edit  Add to Chart

Then choose which aspect of NT is in need of monitoring. For example, if the Sys. Admin. Needed to monitor memory, he would choose memory as the object and pages/sec as the counter, then click Add.
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Service Manager

tc \l3 "3.3.5  Service Manager
Services are applications which run in the background and provide support for other applications.  A Windows NT service typically has no user interface of its own.  Instead, the service is controlled through Windows NT’s Service Manager, which is an applet within the Windows NT Control Panel.  

    To access the Service Manager:

1 
Click Start  Settings  Control Panel 

2 
Click the Services icon in the Control Panel Window

The Service Manager allows services to be started, paused, and stopped.  In addition, the startup mode (whether a service is started automatically on system boot) may be modified through this interface.
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Service Manager

To Stop or Start a service, highlight the respective service, then click the Stop or Start button. To change how the service is started at bootup, highlight the respective service, then click the Startup button. Then choose the accurate radio button, then click Ok.
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1.5 Print Manager

tc \l3 "3.3.6  Print Manager
The Windows NT Print Manager allows an administrator to install printers and modify print properties.  

To Access the Print Manager:

1 
Click Start  Settings Printers

Traditionally, many network operating systems have used the term “print queue” to represent the logical device for printing.  Windows NT Server instead uses the term “logical printer”.  This a powerful concept in which logical printers and physical printers can be arranged into one of three flexible combinations:

· One logical printer for each physical printer

· One logical printer for many physical printers

· Many logical printers for one physical printer.

The Windows NT Print Manager can also define times when any given printer is available.  In addition, the Print Manager allows an administrator to assign security rights to printers, treating the printer as another resource to which a user may or may not have rights.

1.6 Disk Administrator (RAID)

tc \l3 "3.3.8  Disk Administrator
The Windows NT Disk Administrator is a graphical tool for managing disks.  The Disk Administrator simplifies the management of server disk drives and provides support for software-level RAID (Redundant Array of Inexpensive Disks).  

To access the Disk Administrator:

1 
Click Start  Programs Administrative Tools Disk Administrator

Through a single graphical interface, the Disk Administrator can perform a variety of functions including:

· Create and delete partitions on a hard disk and logical drives within an extended partition.

· Format and label volumes.

· Read status information about disks such as the partition sizes and the amount of free space that is available for creating additional partitions.

· Read status information about Windows NT volumes such as the drive-letter assignment, volume label, file system type, and size.

· Make and change drive-letter assignments for hard disk volumes and CD-ROM devices.

· Create and delete volume sets.

· Extend volumes and volume sets.

· Create and delete stripe sets with or without parity.

· Regenerate a missing or failed member of a stripe set with parity.

· Establish or break disk-mirror sets.

1.7 AT Command Line Scheduler

tc \l3 "3.3.9 AT Command Line Scheduler
Through the command line (Start MenuProgramsCommand Prompt), Windows NT can schedule applications to be run.  This is useful for scheduling HOMES3 executables to be run at non-submission times ( Section 6.1.4).  Type “AT /?” at the prompt for detailed instructions on how to schedule events.  

_
The NT schedule service must be running for the AT scheduler to function 

properly.   Section 1.1.1.

2 NT Basics
2.1 Printer Setup

The Printer Manager is used to customize the printing settings for the user who is logged in.

2.1.1  Adding a Printer

If a user does not have a network printer available to print to, then you will need to add a printer.  

1 
Go to Start | Settings | Printers.  

2 
Then double click the Add Printer icon.  

3 
A dialog box will appear asking you if you want to select a network printer server or a local printer (My Computer).  If there is not a printer directly connected to the user’s computer, then you want to select Network Printer Server.  

4 
A list of all the network printers available to you appears.  Double click the printer that the user wants to print to.  

5 
Next, click Yes to make that printer the user’s default printer.  

6 
Click Finish to complete the operation.

2.1.2 Changing Printers

1 
View all the printers that have been setup for a user by going to Start | Settings | Printers. 

2 
Right click the printer that the user wants to use as his default printer.  

3 
If the menu option Set As Default is not checked, then click that menu option to set that printer as the default printer.  If that menu option is already checked, then that printer is already the user’s default printer.

2.2 Using the User Manager For Domains

You can use the user manager for domains to add NT users to a domain and to update 

the settings for an NT User in a domain.  To use User Manager For Domains, log into an NT Server which is a domain controller, then go to Start | Programs | Administrative Tools | User Manager For Domains.

2.2.1 Adding a User

To add a user using User Manager For Domains: 

1 
From the User menu, select New User.  

2 
Then enter User Name, Full Name, Description, Password, and Confirm Password.  Check the box labeled “User Must Change Password at First Logon.”  

3 
Then click OK.  The new user has now been added.  You will probably want to put this user in a particular NT group depending on what permissions you want to give him.  See the section in this manual on Security to find out what groups to put him in.

2.2.2 Updating a User

To update settings for a user, double click that user from the list of users in the domain.  That user’s settings will appear in a window.  Make the necessary changes, then click OK to save the changes.

2.3 Adding a Computer to a Domain

Let’s assume that you have an existing domain that already has some workstations on it.  If you receive a new workstation and you want to put it on your domain, you need to follow these steps:

1 
Go to Start | Control Panel | Network.  Go to the Protocols tab.  

2 
If TCPIP is not in the list of protocols for this computer, then click Add.  A list of available protocols will appear.  

3 
Double click TCPIP from this list.  

4 
Now with TCPIP highlighted in the list of Network Protocols, click Properties.  
Click the radio button labeled “Specify an IP Address.”  You must give this computer a unique IP address.  The sub net mask and default gateway will probably be the same as the sub net mask and default gateway of the other workstations on your domain.  

5 
Now go to the WINS Address tab.  Type in the IP address of the primary WINS Server (you can look at what the other workstations on your domain have in the box to figure out what to put here).  

6 
Click OK.  

7 
Go to the Identification tab.  Click Change.  

8 
Now type in a name for this computer in the Computer Name box.  Select the Domain radio button and then type in the name of your domain.  Check the box labeled “Create a Computer Account in this Domain.”  Type in Administrator as the user name and then type in the password for the administrator account.  

9 
Click OK.  Then Click OK again to complete adding this computer to the domain.

3 SQL SERVER 7.0 BASICS

3.1 Enterprise Manager

With SQL Server 7.0, the main tool you need to get familiar with is the Enterprise Manager.  The Enterprise Manager is used to create and grant access to databases and objects within databases such as tables and stored procedures.  

In order to access the Enterprise Manager:

1 
Click Start  Programs Microsoft SQL Server 7.0Enterprise Manager
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The above figure displays the SQL Server Enterprise Manager

Operations Performed in Enterprise Manager

· Administration of SQL Server Accounts

· Granting database ownership and privileges

· Creation of databases

· Creation of database objects (Diagrams, Tables, Views, Stored Procedures, Roles, Rules, Defaults, User Defined Data Types)

· Data Transformation Services (For Programmatic Data Migration purposes)

· Management (Server Job Scheduling, Database Process management, Current Activity, BACKUP, SQL Server Logs, 

· Security (SQL server logins, Remote Servers, Linked Servers)

· Support Services (SQL Mail, Distributed Transaction Coordinator)

Review Microsoft Books Online for explanation in greater detail of these services and their use.  (Also see section 3.5 Books Online)

3.2 Query Analyzer

The query analyzer is an extremely useful tool that allows a client to directly access and query the SQL Server 7 database through direct SQL statements.  

To access the SQL Server 7.0 Query Analyzer:

1 
Click Start  Programs Microsoft SQL Server 7.0Query Analyzer
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The above figure displays the SQL Server 7.0 Query Analyzer

Using the query analyzer a user may quickly query the database for pertinent information in the HOMES database.  It is also possible to perform various maintenance tasks in the SQL server database such as TRUNCATE,  (See Section 8.3.4 UCAS Tables), Adding a Linked Server, and direct execution of stored procedures such as SP_HELPUSER.  See Microsoft Books Online for detailed explanations of the stored procedures and commands available to Query Analyzer.  (Also see section 3.5 Books Online)

3.3 Performance Monitor for SQL Server

The performance monitor gauges the efficiency of the SQL Server Database it is monitoring.

In order to access the Performance Monitor:

1 
Click Start  Programs Microsoft SQL Server 7.0Performance Monitor
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The above figure displays the SQL Server 7 Progress Monitor

The performance monitor shows the performance of such attributes as:

· Buffer Cache Hit Ratio

· User Connections

· Total Server Memory Usage

· SQL Statement Compilations

· Page Reads/ Writes

By closely monitoring these attributes, an administrator can adjust the server’s settings or configuration in order to address the needs of the clients accessing the database at that site.

If the administrator determines that a change needs to take place on a system, it most likely can be changed in the Enterprise Manager. See the help documentation that accompanies Performance Monitor as well as Microsoft Books Online. (See sections 3.1 Enterprise Manager, and section 3.5 Books Online)

3.4 Service Manager

The SQL Server Service Manager is a “quick” program that lets you start, stop or pause the SQL Server database service on your NT Server or Workstation.   It also allows you to automatically start the SQL Server service when the computer is turned on.

[image: image19.png]7 SUL Server Evterprie Manager

Console Window _ Help

T Console Root\Microsoft SAL Servers\SQL Server Group\HOMESII_DEVIL (Windows NT)Scct

EIN PO @3

Acion View Tooks || ¢

13ltems

= Databases.
=1 Foruope
&1 ForHomes
o Disgams
2] Tables
6 Views
) Stored Procedures
Users
o
o Rues
[ Defauts
€ User Defned Data 1
FiHomes0ig
FURNDE
HOMES
HOMEST1
HOMESDB
HOMESDEDJ
HOMESDE-PS
master
model
ey
Nontwind
pubs
tempc
aa Transfomalion Sevice

oEm

S Server Rokes
e e

B Rt

Name

Tupe

Sewver Acsess

Defaul Database

Defaul Language

Deu v

€ HOES S Admnsictor

2 HoMESII_DEVLHOMES3 Adriristetors
2 HOMESII_DEVL\HOMES3 Supervisors

2 HOMESII_DEVLVHOMES3 Users

1 HOMESII_DEVL\STL Daabase Cestors
2] oMESII_DEVIL\STL Disk Adriitetors
2 HOMESII_DEVL\SOL FrocessAdriitators
2 HOMESII_DEVL\SOL Securty Adriittors
2 HOMESII_DEVIL\SOL Server st
I HOMESII_DEVL\SOL Scup st
€ HOMESII DEVIL\SOL Sysem Adriniststors

0

NT Group
NT User

NT Group
NT Group
NT Group
NT Group
NT Group
NT Group
NT Group
NT Group
NT Group
NT Group
Standard

Pemit
Pemit
Pemit
Pemit
Pemit
Pemit
Pemit
Pemit
Pemit
Pemit
Pemit
Pemit
Pemit

master
master

tempcy
tempcy
tempcy
tempcy
tempcy
tempcy
tempcy
tempcy
tempcy
tempdy
master

Engish
Engish
Engish
Engish
Engish
Engish
Engish
Engish
Engish
Engish
Engish
Engish
Engish

R Start| (3 Evploring - PASysad..| £1ahoo! Mai - Micros

[ Vi W NT..| 4D Rl sporsa. | €175 e i Wi ||  SOL Server Ent_|

G EDEBD 11:118M




[image: image20.png]Fi Consde Window Help
Al

cionVeew Tooks || & = |EI[m| X &R/ [N PO®EG

13ltems

[ Console Root Narne. Type ServerAccess | Default Database Defauit Language
= 0 Wi L Sever G N G et e rgn
=14 SOL Server Group € HOMES\Adnministrator NT User Permit master Engish
-Gy HOMES3_WOS (windows NT) |8 HOMESII_DEVIL\HOMES3 Adminitators N Group Permit tempdb Engish
=23 HOMESILDEVIL (windows NT) - |8 HOMESII_DEVIL\HOMES3 Supenviscrs NT Group. Permit tempdb Engish
501 Dashses G ovesi DEvILDMES3Uses NG et s Ergin
01 Daa Taslomolin Setics | 0yESI DEVILSOL Datsbose Crestrs NI Gy Pomt s Ergin
B0 Haregnert G HOMESI DEVILNSOL D s NI G Pt s Ergin
e G HOMESI DEVILSOL Pocess it NI G Pot s Ergin
o G HOMESI DEVILSOL Sty it NI G Pot s Ergin
o e, G HOMESI DEVILSOL Severscirsins NI G Pt s Ergin
5 Rt sevs G HOMESII DEVIL\SOL Sep Adnioacr: NTGrowp  Pemt s Ergin
& S G H0MESI DEVILSOL e s NI G __Part e g
HOMESI_EVIL (windows NT) | 88

&

SR
@ E
=] Pebocs o Honesi )
(3 Control Panel
(&) Printers
-8k Network Neighborhosd
& RecyeleBin
9 My Biifcase

8 object(s) 5 04HE (s e space: 33556)

S Start| D Rl ke | 7 isoslWord-NT..| (2] vl -DAWT .| Ve l- i .| € ESPN.com NBA -1 || SOL Server Ent | | oIS 18771




The above figure displays the SQL Server Service Manager.  It can be accessed through the “Start” menu or through the Iconic menu in the lower right corner of your NT Toolbar.
To access the SQL Server Service Manager You may either:

1 
Click Start  Programs Microsoft SQL Server 7.0Service Manager

Or

2 
Double Click the Service Manager icon in the lower right corner of the NT tool bar.  (It is denoted in the above figure with a circle.

3.5 Books Online  

Books online is the comprehensive and extensive help engine that aids administrators in using the SQL server tools.
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The above figure displays Books Online for Microsoft SQL Server 7.0

In order to access Books Online, do either of the following:

1 
Click Start  Programs Microsoft SQL Server 7.0Books Online

Or

2 
While in an application Hold SHIFT and press F1

Any operation that you would need to perform in Microsoft SQL Server is fully explained in Books Online.  Become very familiar with Books Online as it will prove to be very useful in administration.

4 BACKUP POLICIES

tc \l2 "3.5  BACKUP POLICIES
4.1 Importance of the HOMES3 System Backup 

tc \l3 "3.5.1 Importance of the MDS System Backup 
Backup of the HOMES3 System is one of the most important functions that needs to be executed.  The HOMES3 Database Server has two logical disks.  The first disk stores all the system files and all application software used by the system, while the second disk stores the database itself.  Because the second logical disk is configured as RAID0, which is not fault tolerant, backup of  this disk becomes more important in keeping the system safe from hardware failure or data corruption. The total recovery of the HOMES3 Database relies on the restore of the entire HOMES3 System, thereby making backup of the total HOMES3 System vital in keeping the data secure.

4.2 HOMES3 System Backup Overview

Homes3 data will be backed up using the Backup functionality provided by SQL Server 7.0.  Backups and restores can be performed by using Enterprise Manager.  To run the SQL Server 7.0 Enterprise Manager, go to Start | Programs | SQL Server 7.0 | Enterprise Manager.

4.3 Backup Schedule

tc \l3 "3.5.3 Backup Schedule
The best way to ensure that the system is completely fault tolerant is to schedule full system backups everyday.  For this reason the method of choice to backup the HOMES3 system is a full backup every weeknight.  The table below shows the Backup Rotation Schedule.

Schedule 1: Daily Rotation Offline Backup Schedule








Type
Mon
Tue

Wed

Thu

Fri



Sat

Sun

Offline Backup
Full
Full
Full
Full
Full
None
None

4.4 Unscheduled Backups

tc \l3 "3.5.4 Unscheduled Backups
Backups can be done without being scheduled.  Since, at this point, the database cannot be backed up without being shutdown, it is suggested that it be done using the instructions in Appendix E.

4.5 Backup Components

tc \l3 "3.5.5 Backup Components
Full offline backup will backup these components on the HOMES3 Database Server:

· 
All directories, subdirectories and files under c:\

· 
All directories, subdirectories and files under d:\

· 
Windows NT registry

If there is a separate HOMES3 NT Server, full offline backup will also backup these components from it:

· 
All directories, subdirectories and files under c:\

· 
All directories, subdirectories and files under d:\

· 
Windows NT registry

4.6 Configuration of Backup and Recovery

tc \l3 "3.5.6 Configuration of Backup and Recovery


The HOMES3 Database Server is preconfigured with backup procedures to fully backup the HOMES3 System.  This section describes the items as they are configured when the HOMES3 System is shipped.  It is not necessary to repeat any of these procedures every day.  This should merely be used as a guide to check all the requirements before backing up the HOMES3 System.

4.6.1 Administrator NT User Rights

tc \l4 "3.5.6.1 Administrator NT User Rights
Make sure that Backup Operators Group is assigned to the Administrator user and the following advanced user rights are enabled:

· Act as part of operating system

· Log on as a service

4.6.2 Required Tapes

tc \l4 "3.5.6.2 Required Tapes
Based on the backup schedule developed, the tapes required for database backup are as follows:

Daily Offline Backup Media Pool: 5 tapes for daily backup which are rotated.  The labels for these tapes will be:

· MONDAY

· TUESDAY

· WEDNESDAY

· THURSDAY

· FRIDAY

The total number of tapes suggested for the rotation is 10 (5 tapes will be kept from the previous week).

4.7 Scheduled Backups

When your Homes3 system was installed, the technical personnel that installed the system should have setup the scheduled backups of the Homes3 database.  You can verify this by going to Start | Programs | SQL Server 7.0 | Enterprise Manager.  Click on the plus next to the name of the server where the Homes3 data resides.  Then click the plus next to Management.  Then Click SQL Server Agent.  You should see at least three jobs in this list.  There should be jobs called “DB Backup Job,” “Integrity Checks  Job,” and “Optimization Job.”  If none of these are there, then you need to setup scheduled backups for the Homes3 database.  Follow these steps.

1 
From the Enterprise Manager, click the plus next to the name of the server where the Homes3 data resides.  Then click the plus sign next to Management.  Then right click Database Maintenance Plans.  Click New Maintenance Plan.  Click Next.

2 
Select to backup all databases.  Click Next.

3 
Check the boxes labeled Reorganize Data and Index Pages and Removed Unused Space From Database Files.  Click Next.

4 
Check the box labeled Check Database Integrity.  Select to Include Indexes and select to Attempt to Repair Any Minor Problems.  Click Next.

5 
Leave the defaults on this page as is.  But select Tape as the location for the Backup.  In the box next to the word Tape, type \\.\Tape0. Click Next.

6 
Leave everything on the Transaction Log Backup Plan page as is.  Click Next again.

7 
Check the box to Write Report to a text file.  Leave the default path.  Check to delete text report files older than 2 weeks.  Click Next.

8 
Keep default on the Maintenance History page.

9 
In the Plan Name text box, name your plan DB Maintenance.  Click Finish.

10 
Your plan is now complete.  Now verify that everything went OK.  Under Management, go to SQL Server Agent, then go to Jobs.  You should see three new jobs there - there should be jobs called “DB Backup Job,” “Integrity Checks  Job,” and “Optimization Job.”  Double click each one of these and verify the following things:

1. Check in the General tab that the NT Administrator account is the owner of these jobs.  Add a description if you like.

           2.   Check the schedule to make sure that it is correct

4.8 Restoring a database

You may need to be able to restore a database that you have backed up to tape.  Follow these steps to restore a database:

1 
First, insert a tape which contains the back up of the Homes3 database into the tape drive of the NT Server on which the Homes3 database resides.

2 
Now go to Start | Programs | SQL Server 7.0 | Enterprise Manager.

3 
Click the plus next to the server where the Homes3 database resides.

4 
Click the plus next to Databases.

5 
Right click the name of the Homes3 database.

6 
Go to All Tasks | Restore database.

7 
Select to restore the database From Device.

8 
Select the device to backup from (you tape should be one of the choices).  Leave all other defaults.

9 
On the Options tab, check the box labeled Restore Over Existing Database.  Leave all other defaults.

10 
Click OK to restore the database.

4.9 Unscheduled Backups

At some point, you may want to make a backup of the database for one time only.  Follow these steps to do a one-time unscheduled back up:

1 
First, insert a tape to which you want to back up the Homes3 database into the tape drive of the NT Server on which the Homes3 database resides.  If you want to backup to a file instead of to a tape, then you do not need to insert a tape.

2 
Now go to Start | Programs | SQL Server 7.0 | Enterprise Manager.

3 
Click the plus next to the server where the Homes3 database resides.

4 
Click the plus next to Databases.

5 
Right click the name of the Homes3 database.

6 
Go to All Tasks | Back up database.

7 
Make sure that the Backup type is Database – Complete.

8 
Click Add to add a device if your tape of file is not in the list of available destinations.  If you want to back up to a file, then type in the name that you want to call your backup file.  If you are backing up to tape, then select your tape, from the list of devices.  Click OK.

9 
Make sure that your device/tape is the one selected in the list of destinations.

10 
Make sure that Append to Media is selected.

11 
If you wish to schedule this backup to happen sometime in the future instead of right now, then check the schedule box and proceed to schedule the date and time you want this back up to run.  Usually, you will not want to do this.

12 
To run the back up now, leave Schedule unchecked and click OK.

5 UNINTERRUPTABLE POWER SUPPLY (UPS)

tc \l2 "3.6  UNINTERRUPTABLE POWER SUPPLY
The purpose of the Uninterruptable Power Supply (UPS) is to make sure a file server has a constant supply of power even during power brown-outs, black-outs, surges, and spikes.  For the HOMES3 System, American Power Conversion’s (APC’s) SmartUPS 1400 system will provide sufficient battery backup power to ensure the servers can be gracefully shut down during an extended power outage.  

The SmartUPS 1400 is used in conjunction with PowerChute software for Windows NT.  PowerChute provides extensive unattended system shutdown capabilities, UPS power management, and diagnostics features.  In addition to extensive unattended system shutdown, PowerChute offers UPS testing and status, remote UPS management and environmental power monitoring.  During an extended power outage, the UPS battery can be drained before an operator can shut down the computer system gracefully.  In this case the system will crash as if no UPS were present.  PowerChute software ensures that the system is safely “downed” and that critical data is safely stored before the battery is drained, even if the system is unattended.

In the HOMES3 System, PowerChute operates on the Communications Server and the UPS is connected to the Communications Server via a serial connection.  PowerChute has been configured to shutdown the Communications Server and through a command script to shutdown the Database Server in the event the UPS reaches low battery levels and power has not been restored.  To examine PowerChute settings, launch the PowerChute application through the Windows NT Program Manager on the Communications Server.  Consult the PowerChute manual to further understand the program’s options.

6 SYSTEM SECURITY AND ACCESS CONTROLS

tc \l2 "3.7  SYSTEM SECURITY AND ACCESS CONTROLS
There are several levels of security found in the HOMES3 System.  Windows NT provides most of the overall system security, while SQL Server 7.0 provides some security as well.

6.1 Windows NT/SQL Server 7.0 Security Overview

tc \l3 "3.7.1  Windows NT Security Overview
The information stored on the network server is frequently secure information that is intended for use only by specific individuals.  The ability of a network to prevent unauthorized access to information is of paramount concern to the security of the HOMES3 System.  Windows NT Server has met the United States Department of Defense's criteria for a C2-level secure system.  While C2 security is a government requirement, its substantial value extends to any organization concerned about the security of its information.  The C2 guidelines are extremely valuable in developing a secure operating system.  Yet, there are a number of key, "real world" problems that the C2 guidelines do not directly address.

Windows NT Server provides comprehensive tools to help administrators manage and maintain security in their environments.  An administrator can specifically control which users have access rights to each and every network resource.  These resources consist of files, directories, servers, printers, and applications.  Windows NT Server security is complete, yet easy to use.  A simple password-based login procedure gives a user access to the appropriate network resource.  Windows NT also provides system-level encryption of passwords to prevent unauthorized discovery of a user’s password through wire “sniffing.”

Windows NT has exhaustive security for protection of data.  NT Server allows only authorized programs to access data.  Even when the data is contained in physical memory, NT Server protects it from unauthorized access.  As a result, it is impossible for a “rogue” application to take advantage of another application’s data.

6.2 Windows NT File and Sharing Permissions

tc \l3 "3.7.2  Windows NT File and Sharing Permissions
Access to different areas on the Windows NT server may be maintained through the use of file, directory and share level permissions.  These different levels of access control provide security that can be managed at the user or group level within the NT domain.  The file and directory level access controls rely on the presence of an NT File System (NTFS) hard drive partition.  These provide the most robust security and are tied directly to the file system.  Share level controls may be set on any partition type; however, the security will not be as robust.

Permissions can be changed in “My Computer” on the NT server.  File and directory level security is maintained by highlighting the file or directory that will be restricted.  Select Sharing under the File menu to view information about sharing for a particular file or directory.  Click the Security tab and then click the Permissions button.  From here, users can be granted different levels of access or have access revoked.

Ownership of a directory is required before permissions can be altered on a directory.  Changing the permissions of a directory changes both the inherent and explicit access rights to the files and sub-directories contained within.

Share-level permissions can also be set to restrict user access.  Share-level access control is not as robust as file-level controls, affecting only the network shares, not the files themselves.  If a user were to directly access files on the server console, or through another share, share level rights may be circumvented.  Share level rights can be changed through the Server manager tool as described above, or through the My Computer on the server console.   Select the directory (either shared, or to be shared) and select Share from the File menu.  Choose the Permissions button.  Select the group or user to assign/revoke rights as described above in setting file and directory permissions.  The Share level permissions that are assigned will propagate down through the directory tree starting from the share point unless revoked through File or Directory access control.

6.3 NT Administrator Account Rights

It is suggested that the that the Administrator account be initialized and set up with a password, but immediately stripped of administration rights to avoid any potential security risks.  Commonly, the Administrator account is the first place that cyber-terrorists will search for a security loophole.  By initializing the account and then stripping it of its power, you allow the account to be monitored for any tampering attempts, while still maintaining the security of your system.

6.4 SQL Server SA Account Password

The SA (System Administrator) account in SQL Server is initially setup without a password.  Make sure that a password is assigned to this account, as it is a potential security risk.  

1 
Go to the SQL Server Enterprise Manager

2 
Select the SA account in the SECURITY/LOGINS menu
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Right Click on the SA account and select PROPERTIES
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Add a password to the SQL Server authentication…

Failure to assign a password to the SA account could result in malicious tampering of SQL Server data and unauthorized access to NT account information.

6.5 Helpdesk Account (Backdoor)
It is imperative that Helpdesk personnel be able to access the HOMES3 system in an emergency situation.  These personnel may need to access the HOMES3 application and/or SQL Server Enterprise Manager with administrative privileges.   Make sure that there is a “backdoor” account for the Helpdesk personnel.  An account that is referred to as a “backdoor” is generally an account that no one knows about other than the main NT/SQL Server Administrator and the Helpdesk personnel themselves.  This account should ONLY be used as a last resort and should be monitored closely for any unauthorized connections or transactions.  It is wise to set an audit policy for the backdoor account and may be advisable to limit the number of logons during a specific time period.

How to setup the HelpDesk Account:

[image: image8.png] User Manager - HSGSDCW

User View Folcies Opiions Help

<
5

Usemame:

Full Name:

Password:

Corfim
Passward:

MDD

"

[ Password Never Expires
I~ Account Disabled

|Full Name

< Y > the compiter/domein
e —
[ e e —

I~ User Must Change Password at Next Logon
[ User Cannot Change Password

|Dest

Cancel

£l

Group Memberships [x]

User:  HelpDesk Helpdesk Accourt]

MDD

Grou

=k | &

Hams LogonTo | Account

Account Operators
Administiators

Backup Operators
Domain Adrins
Dornain Guests
Domain Users

Guests

HOMES3 Administrators
HOMES3 Clerks
HOMES? Inctall

Mernbers can administer dor
Mernbers can fully administe
Merbers can bypass file se
Designated adrmiristrators o
Al domain guests

Al dormain users

Users granted guest access
HOMES3 Administrators

HOMES3 Clerks set
HOMES? Inctall =

Member of

Domain Users

(Beie s

Primay Group:  Domain Users

Start | [ User Manager - HSG.

55 1o the computer/domain

ot mermber of

[=[ofx]

Cancel

el

Help

Admirisators

Backup Dperators
Domain Guests

Guests

HOMESS3 Adrinitalo o |

&% s




1 
Open the User Manager for Domains

2 
Select User, NEW USER

3 
Fill in the appropriate information for the user. (You don’t have to name the account “HelpDesk”, you can name it something a little more secretive for security reasons.

4 
Click GROUPS

5 
Assign DOMAIN ADMINS permissions to the user. 

6 
Click OK and then ADD the USER to the domain.

6.6 Local Login Groups (IMPORTANT)

This section describes the most important aspect of NT administration for the HOMES3 application.  The system that will be the HOMES3 server must have these local groups installed.

· HOMES3 Users 

· HOMES3 Administrators

· HOMES3 Supervisors

· HOMES3 Clerks 
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Figure 4.7.1

Figure 4.7.1 illustrates how to add a local group in the User Manager. Note that the “New Local Group” selection is highlighted.

1 
Select the User Manager from the Administrative Tools menu 

2 
Select “New Local Group” from the USER menu

3 
Add the 4 local groups as described above

4 
Add any corresponding DOMAIN groups to the proper local group

These groups must appear as they are written above (i.e. HOMES3 <Space> Group) within the local groups on the PDC.  These groups are searched for by the HOMES3 application for proper account access.   Without these security groups as listed above, the HOMES3 application will fail to operate properly.  All HOMES application accounts must be members of the HOMES3 Users group.  The HOMES3 Clerks group is the default account for all users.  As a result, any account that is a member of HOMES3 Users that is not a member of one of the other groups will be considered a member of HOMES3 Clerks.

6.7 Domain-level Groups


Domain-level groups can be assigned to the local group of the server that has the HOMES3 application installed.  For instance, there may be a larger domain group called 

H3 Users that is assigned to the HOMES3 Users local group, and so on.  As long as the user is in some way associated with the HOMES3 Users group, the user will be able to use the application. Here are some examples:

Example A:

User “SmithJ” is assigned to the local HOMES3 server groups HOMES3 Users and HOMES3 Supervisors.  User “SmithJ” will be able to access the HOMES3 application,  but will not be able to access the rest of the NT domain.

Example B:

User “SmithJ” is assigned to the global domain groups H3 Users and H3 Supervisors.  These global groups are members of the HOMES3 server’s local user groups HOMES3 Users and HOMES3 Supervisors respectively.  User “SmithJ” will be able to access the HOMES3 application normally as well as the entire NT domain.

Example C:

User “SmithJ” is a member of the global domain group H3 Users, but this group is not  a member of the local group HOMES3 Users.  As a result, “SmithJ” will not  be able to use the HOMES3 application.

It should be noted that the local groups could refer to a local group on a domain member machine, or on a PDC or BDC.  If the local group is on a PDC or BDC, it is considered a domain local group and can not be seen by computers outside the immediate domain.

6.8 Group Names Variations Based on Installation

There is one more crucial factor to point out about user groups: their “full names”. 

Group names have two parts: <PREFIX>\<Group Name>

The prefix of the group name is based upon SQL Server’s installation.  If SQL Server is installed on it’s own dedicated server, then the computer name is used as the group name prefix.  If SQL Server is installed on a Primary Domain Controller (PDC) or Backup Domain Controller (BDC), then the domain name is used as the group prefix. Here are some examples:

Example A:

SQL Server is installed on it’s own dedicated server called “HOMESSQLSRV”.  As a result, the group HOMES3 Users’s full name will be HOMESSQLSRV\HOMES3 Users.
Example B:
SQL Server is installed on an NT Domain PDC.  The domain name is “HOMES3”.  In this case, the group HOMES3 Users’s full name will be HOMES3\HOMES3 Users.

These nuances come to play in HOMES3 login security and may become an issue with some stored procedures that a SQL Server administrator executes.

7 Licensing


Licensing is key when insuring the legality of the HOMES3 system.  In order to comply with Microsoft license agreements make sure that you take care to follow the steps outlined in this section.

7.1 “Per Seat” Licensing Policy


HOMES3 will operate under a “Per Seat” licensing policy. Essentially, this means that there will be a license in use for every person currently logged in to the NT domain.  As a user logs in a license is used, and as a user logs out a license is freed.

Per Seat licensing mode requires a Client Access License for each computer that will access a server running Windows NT Server for basic network services (such as file, print, and remote access services). When a computer is licensed, it may access any computer installed on the network running Windows NT Server at no additional charge. Per Seat licensing mode is often the most economical one for networks in which clients tend to connect to more than one server.






-from Microsoft License Manager’s help

7.2 License Manager


The license manager is the tool that Windows NT Server provides to insure license compliance in real-time. At any given moment, there may be various authorized licenses in use.  If you are getting close to the number of licenses authorized or have surpassed the amount of licenses, the license manager will notify you of this occurrence.

What is License Manager?
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Tracking licenses manually on local computers or within a small domain is possible but time-consuming. Tracking licenses (without the assistance of automated tools) across an entire organization or enterprise with multiple domains can be unreasonably difficult, costly, and time-consuming.

License Manager helps to contain these costs by managing and tracking licenses and usage throughout an organization. It makes it easier for a company to comply with legal requirements by automatically replicating licensing data from all primary domain controllers (PDCs) in the organization to a centralized database on a specified master server.

 




 - from Microsoft’s License Manager Help
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In the figure above, the License Manager shows you what products are being monitored for license usage.  Microsoft BackOffice licenses encompass SQL Server licenses.
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The above figures displays the individual licenses in use per seat.
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The above figure displays the available servers and the clients accessing those servers.
Make sure that you use the license manager to insure license compliance while using the HOMES3 system.  This is not an option, but a mandate from the US armed services. 

8 Deployment


There are various deployment issues that must be handled before HOMES3 will operate properly.  ODBC connections, database issues and UCAS in particular are areas where problems could occur if not properly addressed at the outset of deployment.  Make sure that you consult this section before proceeding with any HOMES3 installation.

8.1 ODBC Settings


ODBC (Open Database Connectivity) settings must be properly set in order to use the HOMES3 application.  ODBC is the communication layer used by HOMES3 clients to retrieve information from SQL Server.  It is considered “OPEN” because any software vendor can write a driver (or a program that tells it how to communicate with a database) for it.
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ODBC settings are controlled from a program in the Control Panel.  If you have not yet administered the ODBC settings and added a HOMES3 data source to it, follow these steps: 

1 
Select the Control Panel, and click the ODBC32 DATA SOURCES program.

2 
Click the ADD button

3 
Choose the SQL SERVER driver and click FINISH

4 
In the CREATE A NEW DATA SOURCE TO SQL SERVER dialogue box, ENTER HOMES3 in the NAME box, and any description in the DESCRIPTION box.

5 
In the SERVER pull down box, CHOOSE THE HOMES3 server that has SQL Server installed on it, and click NEXT

6 
Choose WITH WINDOWS NT AUTHENTICATION USING THE NETWORK ID and click NEXT

7 
CHOOSE CONNECT THE DEFAULT DATABASE TO and select the database installed on the SQL Server system as default.

8 
THIS STEP IS IMPORTANT: REMOVE THE CHECK FOR ANSI NULLS, PADDINGS and WARNINGS.  HOMES3 will not work properly with this option checked.  Click NEXT.

9 
Check “CHANGE THE LANGUAGE OF SQL SERVER SYSTEM MESSAGES TO:” and use the pull down box to select ENGLISH.

10 
CLICK FINISH.

11 
In the next dialogue box, click TEST DATASOURCE. The dialogue box should return the message “TESTS COMPLETED SUCCESSFULLY!” If  it does not, REPEAT the ABOVE STEPS.

8.2 Database Limitations


There should only be ONE database installed per site installation.  Multiple database installations will cause problems with the ODBC connections and UCAS executables.  HOMES3 was designed for only one database installation per site. In order to insure that it functions properly make sure that only one database should is in place.

8.3 UCAS Setup


UCAS (United States Army Europe Community Automated System) requires several components to work properly.  It is comprised of 3 different executables and some supplemental files that need to be maintained and updated as necessary.

8.3.1 Oracle Setup 


ORACLE 7 is the database used by the UCAS database.  In order for the HOMES3 UCAS executables to use this data, ORACLE 7 clients must be set up on the HOMES3 server.
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1 
Open Oracle’s SQL NET EASY CONFIGURATION program.

2 
Select ADD DATABASE ALIAS and click OK

3 
ENTER DB1UCDB for the alias and click OK

4 
Select TCP/IP and click OK

5 
ENTER 144.170.218.124 in the TCP/IP HOST NAME Box and UCDB in the DATABASE INSTANCE box.  Click OK

6 
Verify that you have entered all the information correctly. The “Confirm Database Alias” dialogue box should read:

· Database Alias: DB1UCDB

· Protocol: TCP/IP

· Host Name: 144.170.218.124

· Database Instance: UCDB


7 
If all these things are correct, choose YES and exit the Configuration program.

8.3.2 Executables


The executables that comprise UCAS are:

· UCASXFER.EXE – Used for transfer of UCAS_PROMOTION_ROTATION table and “batch download” of UCAS data to homes. Periodically executes according to scheduling in HOMES3.
· UCAS_UP.EXE  - Used to update TEMP_ADDRESS table in UCAS system.  Periodically executes according to scheduling in HOMES3.
· UCAS_INTERACT.EXE – Used to interactively locate real-time UCAS information based on social security numbers
All these executables are located on the HOMES3 server and should not be directly executed by HOMES3 system users.  These programs are executed either programmatically or through scheduling by SQL Server.  

All these programs require command line arguments that are provided by HOMES3.

8.3.3 UCAS Supplemental files

There are some supplemental files that need to be maintained and looked at from time to time while using the UCAS system.  They contain system passwords and error logs for the system.

8.3.3.1 UCAS Password File

The file “UCASConnect.TXT” contains the UCAS password for that time period. 

It is located in C:\Program Files\UCASXFER\ directory.

This file’s attributes be set to hidden and READ ONLY so that it can not be changed by users who are not administrators.

To do this:

1 
Open Windows NT Explorer and locate the “UCASConnect.txt” file.

2 
Right Click on the file and select PROPERTIES

3 
Click the HIDDEN box under attributes 

4 
Select the SECURITY TAB

5 
Choose “EVERYONE” and change the permission to READ in the TYPE OF ACCESS drop down box

6 
Click the ADD button

7 
Select DOMAIN ADMINS and choose FULL CONTROL for the TYPE OF ACCESS drop down box

8 
Click OK, Click OK, Click OK

The password changes every 6 weeks or so.  When the password changes, it is imperative that this file be modified by the System Administrator.  When it becomes necessary to change the password: 

1 
Open the file (generally in NOTEPAD)

2 
Remove the password in the file

3 
Type the NEW password into the file with NO SPACES OR CARRIAGE RETURNS

4 
SAVE and CLOSE the file.

8.3.3.2 UCAS Error Files

From time to time, it will become necessary to check the error logs of the UCAS_UP.EXE and UCAS_PROMOTION_ROTATION.EXE files.  These files are called UCAS_UP.txt and PROMOTE_ROTATE.txt.  They contain any error information that may have been stored in the file during data transfers.  You may need to consult these files to insure that the databases are sending and receiving information properly.  

Feel free to delete these files from time to time, as they will be recreated when the files run again.  These files can be potentially large, but may contain invaluable information in case of strange system behavior.

8.3.4 UCAS tables

There are 3 UCAS specific tables being used in the HOMES3 database.  They are:

· UCAS_PROMOTION_ROTATION

· UCAS_PROMOTION_ROTATION_HOLD

· UCAS_INTERACTIVE_TEMP

These tables must be periodically maintained to insure that they contain no erroneous data.  It may be necessary to TRUNCATE the UCAS_INTERACTIVE_TEMP table from time to time simply to insure data integrity.  To do this

1 
Open the SQL Server QUERY ANALYZER

2 
Select the Proper HOMES3 database server 

3 
Select the proper HOMES3 database in the pull down box at the top of the query dialog.  (this box says TEMP by default)

4 
Type truncate table ucas_interactive_temp in the query dialog and either click the “PLAY” icon or hold ALT and press X.

5 
The system will state “Command completed Successfully”. 

8.3.5 Processes


Since SQL Server’s Enterprise Manager will call the 3 UCAS executables, they will be executed as unseen processes. Processes such as these do not have user interfaces and as a result, operate completely in the background.  When the processes are executing, you may view their execution in the Task Manager on the server which the processes were executed.  If you view the Task Manager for any other machine, you will not see the UCAS processes.

The processes should never need to be terminated early (or “killed”), but if for some unforeseen reason you do need to terminate programs, this can be done in the Task Manager as well.

1 
RIGHT CLICK in ANY OPEN SPACE on the Windows NT bar

2 
SELECT the TASK MANAGER option

3 
Select the PROCESSES tab

4 
Highlight any “UCAS…” executable (you can only do one at a time) 

5 
Click the END PROCESS button.

8.3.6 UCAS Schedule Time


UCAS time is local SERVER time.  Understand that when you create a scheduled UCAS job on the HOMES3 Server, that it is scheduled with the server’s time.   If you schedule a job close to a client’s system time, make sure that the time has not already passed on the server.

9 Troubleshooting

Make sure that you consult this section if you run into a problem that you are unable to solve.

9.1 Printer Icon Disabled on Reports

If the printer icon is disabled on the window which contains the report preview, then it is very likely that the user does not have a default printer selected.  See section 7.1 Printer Setup.

9.2 User Cannot Start Homes3

If users get error messages regarding connection to the SQL Server when they start the Homes3 application, it is likely that their ODBC settings are not correct, or their security setting are not correct.  Check the following things:

1. ODBC Settings

1 
Go to Start | Settings | Control Panel | ODBC Settings.  On the User DSN tab, there should be a DSN called “homes3.” 

2 
Click Configure with the homes3 DSN highlighted.  The text box labeled Server should contain the name of the NT Server where the Homes3 database resides.  

3 
Click Next.  The radio button labeled “With Windows NT authentication using the network login Id” should be selected. 

4 
Click Next.  The name of the database where the Homes3 database resides should be in the text box labeled “Change Default Database To.”

2. NT/SQL Server Security

1 
On an NT Server, go to Start | Programs | Administrative Tools | User Manager For Domains.

2 
Double click the user id of the user that is having problems running Homes3.

3 
Click the Groups button.

4 
Check to make sure that this user is in the global group H3 Users as well as the global group which grants him the proper access privileges (H3 Administrators, H3 Supervisors, H3 Clerks).

See Section 5.7 and 5.8 for details about how to implement security with SQL Server and Windows NT.

9.3 UCAS Data Not Uploading/Downloading Correctly

1 
Make sure that the UCAS program was scheduled correctly

2 
Check the password for the UCAS remote system.   If necessary, contact UCAS personnel for passwords, IP addresses, etc, and correct the UCASConnect.txt file.

3 
Make sure that system timeouts are at least 60 seconds in SQL Server.

4 
Check UCAS_INTERFACE_TEMP table for erroneous data.

5 
Insure that TCP/IP settings are correct and ORACLE SQL Net software is properly installed and configured.

6 
Check ODBC settings.  (See ODBC troubleshooting if necessary)

9.4 Future Terminations Not Being Processed

There is a background program that is installed on your NT server which processes future terminations.  When your Homes3 system was setup, this program was scheduled to be run once nightly.  If future terminations are not being processed check these things:

1 
Check that there is a file called TerminationProcessing.exe in the directory C:\Program Files\TerminationProcessing.

2 
You should be able to run the future termination program manually by going to Start | Programs | NT Explorer.  Then go to C:\Program Files\TerminationProcessing.  Double click the file called TerminationProcessing.exe.  A small hour glass will appear for the duration of the execution.  If the hourglass disappears and no error message appeared, then the program terminated successfully.  Therefore, the problem has to do with how the program is scheduled.

3 
Go to Start | Programs | Command Prompt.  Type “at” without the double quotes and press enter. 

4 
If the password for the SQL Service user has changed, then you need to also change that password in the Start Up setting of the Schedule service.  If this was not done, then you need to do it.  Go to Start | Settings | Control Panel | Services | Schedule.  Click Stop to stop the service.  Then click Start Up.  The SQLService account should be entered in the box labeled Login as This User.  Type in the new password for the SQL Service account. Type it again to confirm the password.  Make sure that Automatic is selected as the Start Up type.  Click Start to start the Schedule service.  Click Close.

5 
The Schedule service has now been started.  Go back to the command prompt and type “at” again.  You should see an entry in the list of scheduled jobs that shows that the termination processing program is scheduled to run once a night every night.  If there is not an entry that indicates this, then you need to schedule the termination program to run once at night.  Type this at the command prompt: 

at 02:00 /every:M,T,W,Th,F,S,Su  "c:\Program Files\TerminationProcessing\TerminationProcessing"

6 
This will schedule the termination program to run once a night.  Type “at” at the command prompt again to verify that your new job has been entered.

7 
Login to the NT Server as the user SQLService.  Go to Start | Settings | Control Panel | ODBC Data Sources.  There should be a User DSN called Homes3.  Click Configure with the Homes3 DSN selected.  The name of the server should be (local) or the name of the NT Server that you are logged into. Click Next.  

8 
Verify that With Windows NT authentication is selected.  Click Next.  

9 
Verify that the name of the Homes3 database is the default database.  If all these things are true, then click Cancel.

10 
If any of these setting were wrong, change them to what they should be and continue to the end of the wizard and click OK.

9.5 Blocking Problems

If several users start to receive the message “One or more of your queries has timed out…” then it is very likely that one user is blocking the other users from continuing their processes (because he has locked database tables and has not released his locks).  If the problem persists, you will need to find out which user has the locks and make him exit Homes3 and then restart his application.  Here are the steps to find out which user is blocking the other users:

1 
Go to Start | Programs | SQL Server 7.0 | Enterprise Manager.

2 
Click the plus sign next to the name of the server where the Homes3 data resides.

3 
Click the plus sign next to Management.

4 
Click the plus sign next to Current Activity.  SQL Server will put a time stamp to the right of the words “Current Activity” to let you know for what time it is displaying the current activity.  You may refresh the current activity any time by right clicking Current Activity and clicking Refresh.

5 
Click the plus sign next to “Locks / Process Id”.  If one of the Spids (Server Process Ids) in this list has the words “Blocking” next to it, then this is the process which is blocking the other processes.  Click on Processes to find out which user is associated with that Spid.  Go make that user exit out of Homes3.

6 
If the word “Blocking” does not appear next to any of the spids, then you will need to click on each Spid individually to find out which one is holding the locks.  You will know which Spid is the one which is blocking because the objects will be the names of tables in the Homes3 database and the lock mode will be X, IX, U, or IU.  There will probably be 10 more of these locks in the list.  Shared locks (mode S) on the Homes3 database and shared or exclusive locks on tempdb are OK.  When you find the Spid which is holding the locks, click on Processes to find out which user is associated with that Spid.  Go make that user exit out of Homes3.
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