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1 purpose

1.1 Scope

The System Security Authorization Agreement (SSAA) is a single source for information pertaining to the certification and accreditation (C&A) process of the Housing Operations Management System (HOMES).  As such, it either contains or references all the information necessary for the Assistant Chief of Staff for Installation Management (ASCIM) Designated Approving Authority (DAA) to make a decision regarding the accreditation of HOMES.

1.2 System Description

The Housing Operations Management System (HOMES) is a Standard Army Management Information System (STAMIS) designed to provide efficient processing of soldiers’ housing needs.  It consists of three subsystems: Family Housing Assignments and Termination’s (A&T) for assignments to government housing, Community Home finding Relocation Referral Services (CHRRS) for help in locating off-post housing, and Furnishings Management (FURN) for managing Army owned household furniture and appliances. The three subsystems are fully deployed at 104 individual locations in CONUS, Alaska, Hawaii, Europe, and the Orient.

1.3 Identification TC "1.3
Identification" \f C \l "2"  

The following is a full identification of the current version of HOMES:

a. Automated Information System (AIS) Identifier, which establishes the base functional components of a system:  A2H

b. System Identification Code (SIC) identifies the software tool methodology that the application is developed in:  A57

c. Title and Abbreviation:  Housing Operations Management System (HOMES) 

d. Current Version Number:  Version 12.01

1.4 System Sponsor TC "1.4.1
Project Sponsor" \f C \l "3" 
a. Proponent Agency (PA)
ACSIM


Alexandria, VA  22315-3800

b. Functional Proponent (FP)
Army Housing Division



DAIM-FDH





Alexandria, VA  22315-3800

c. Assigned Responsible Agency
US Army Software Engineering Center – 
(ARA)

Meade (USASEC-M)




Ft. Meade, Maryland  20755-7820
d. Application System Developer
US Army Software Engineering Center –

(ASD)

Meade (USASEC-M)




Ft. Meade, Maryland  20755-7820

e. Maintenance Organization
US Army Software Engineering Center –



Meade (USASEC-M)



Ft. Meade, Maryland  20755-7820

1.5 System Criticality

HOMES have been identified as a critical element of the Army Family Action Plan to improve the level of housing services to soldiers and families. Within the ACSIM family of automated systems, HOMES is designated as a Mission Critical application.

1.6 Classification and Sensitivity of Data Processed

All information processed on HOMES AIS resources is Unclassified Sensitive – Two (US-2).  The data stored and processed within the HOMES application is protected by the Privacy Act, because HOMES associates names with Social Security Numbers.

1.7 System User Description and Clearance Levels

Since HOMES does not process classified national security information, security clearances are not required.  However, HOMES developers, maintainers, and users are still subject to favorable personnel security investigations.  The level of investigation depends on the sensitivity level of the automated data processing (ADP) position assigned to each individual in accordance with the DoD Personnel Security Program Regulation and the National Industrial Security Program Operating Manual.

1.8 Acquisition Life-Cycle

HOMES is a Standard Army Management Information System (STAMIS).  Milestone III System Decision Paper was completed and system fielding was approved 28 March 1990.  Modifications associated with replacement of obsolete hardware and enhancements of system software are now completed with the authorization of the HOMES Configuration Control Board (CCB).

1.9 CONOPS

HOMES operates at Army installations worldwide, and at Navy sites in Hawaii.  Each HOMES site is independent of all other HOMES sites.  Each site’s database is replicated daily to a central server managed by the ARA.  In the event of failure of a site’s server, the site would restore from a local back-up, or the most recently replicated data would be sent back to the site when the server was restored to operational status.

2 Security Responsibilities

Personnel shall be assigned security duties to ensure adherence with all Housing policies for the operation and protection of the HOMES AIS.  These individuals shall be knowledgeable in the nature of the information and processes supported by the application and in the management, personnel, operational and technical controls used to protect the information.  The responsibility for implementation, acceptance, and maintenance of adequate AIS security shall be assigned as described below.

2.1 Designated Approving Authority (DAA)

The DAA has overall responsibility for security of HOMES.  The DAA shall be responsible for evaluating the level of risk associated with operating HOMES.  As part of the accreditation decision, the DAA shall review the HOMES SSAA and either fully accredit HOMES, grant it an interim authority to operate (IATO), or deny accreditation.

The HOMES DAA shall:

a. Accredit HOMES prior to deployment or implementation.

b. Reaccredit HOMES at least every three years, or when major modifications are made that may affect the security of HOMES and/or the information it processes.

c. Ensure that security safeguards approved during accreditation are implemented and maintained throughout the system’s life cycle.

d. Ensure data ownership is established for HOMES to include accountability, access rights, and special handling requirements.

e. Take action to achieve an acceptable security level if HOMES security deficiencies preclude accreditation.

f. Implement memorandums of agreement to address security requirements with external systems that interface or are networked with HOMES and are managed by different DAAs.

The HOMES DAA is: John B. Nerger, Director of Facilities and Housing, The Office of the Assistant Chief of Staff for Installation Management.

2.2 Information Security Manager (ISM)

The ISM shall be responsible to the DAA for ensuring the implementation of applicable security policies and safeguards for all personnel having access to HOMES.

The HOMES ISM is: Marlene Naranjit of the Army Housing Office.

2.3 Certification Authority (CA) / Program Manager (PM)

The CA / PM shall be responsible for overall development, delivery, and life cycle maintenance of HOMES.

The HOMES CA/PM shall:

a. Certify the risks associated with HOMES when configured and operated in accordance with prescribed security requirements and the HOMES SSAA.

b. Initiate HOMES recertification and reaccreditation at least every three years.

c. Provide assistance, as needed, to HOMES security personnel during the accreditation and reaccreditation process.

d. Ensure sufficient security personnel are available to provide appropriate security administration and guidance throughout HOMES’ life cycle.

e. Verify the correct design of HOMES security.

f. Verify the correct implementation of security design in HOMES by ensuring thorough security testing has been performed.

g. Verify inclusion of security safeguards in HOMES test plans and the satisfactory conduct of security tests.

h. Ensure the participation of HOMES security personnel early in the development life cycle to assist in the identification and selection of appropriate security controls, and to provide guidance on the accreditation process.

i. Ensure the implementation of adequate security controls during the development process.

j. Determine requirements for HOMES contingency plans.

k. Provide day-to-day management of the prevention, detection and identification, assessment, and reporting of HOMES vulnerabilities.

l. Ensure a HOMES Information System Security Officer (ISSO) is designated in writing.

The HOMES CA/PM is: Peter Gentieu, HOMES Division Chief, Army Housing Office.

2.4 Information System Security Officer (ISSO)

The HOMES ISSO shall be responsible for completing the security checklist for HOMES (see Appendix A) and submitting the completed checklist to the CA/PM for system certification.

The HOMES ISSO shall:

a. Execute the Computer Security Program as it applies to HOMES including preparing and supporting the accreditation support documentation.

b. Maintain an inventory of HOMES hardware, system software, and major functional application systems.

c. Monitor system activity (e.g., identification of the levels and types of data handled by HOMES, assignment of passwords, review of audit trails) to ensure compliance with security directives and procedures.

d. Provide security oversight and monitoring of remote HOMES components to ensure compliance with security requirements.

e. Conduct and document risk assessments for HOMES.

f. Supervise, test, and monitor changes in HOMES affecting the system security posture.

g. Implement or oversee the implementation of appropriate countermeasures.

h. Implement or oversee the implementation of the security and the training and awareness programs.

i. Monitor procurements for their security impact to ensure compliance with security regulations and known security requirements for HOMES.

j. Ensure that all HOMES security incidents or violations are investigated, documented, and reported to appropriate authorities.

The HOMES ISSO is: Linda Conrad, Software Engineering Center-Meade, HOMES Division.

2.5 Installation HOMES System Administrator

The Installation HOMES System Administrator shall be responsible for the operation of the HOMES system, including establishing user accounts and implementing installation login/password procedures.

2.6 Users

Each user shall protect HOMES information and resources against occurrences of sabotage, tampering, denial of service, espionage, fraud, misappropriation, misuse or release to unauthorized persons.  Users shall immediately report all such occurrences to the Installation System Administrator.

2.7 User Representative

The HOMES User Representative is: Wilbur Lewis, Army Housing Office.

3 HOMES architecture 

HOMES operates on Intel-processor based servers employing Pentium class processors, along with Intel-processor based workstations employing Pentium class processors.  The Operating System is Microsoft’s Windows NT Version 4.0.  The Relational Database Management System is Microsoft’s SQL Server Version 7.0.  HOMES employs a client/server architecture that will utilize the installation LANs and WANs. The software is centrally developed and all equipment is identified, tested and approved centrally. 

3.1 Hardware

3.1.1 Small Site Server Minimum Requirements

200 MHz Pentium Processor

6 GB Hard Drives

128 MB RAM

Network Interface Card

3.1.2 Large Site Server Minimum Requirements

Dual 400 MHz Pentium Processors

2 x 9 GB Hard Drives

1 GB RAM

Network Interface Card

3.1.3 Client Minimum Requirements

200 MHz Pentium Processor

2 GB Hard Drive

64 MB RAM

Network Interface Card

3.2 Software

3.2.1 Server Software

Windows NT Server 4.0 (SP6a) 
Termination Processing 

Transport Control Protocol/Internet Protocol (TCP/IP) 

Microsoft® Data Access Components (MDAC) 

Microsoft® SQL Server 7.0 

Visual Basic 5 Runtime

UCAS Interface Module 

3.2.2 Client Software

Microsoft® Windows NT 4.0 (SP6a)
HOMES Version 12.0 

Visual Basic 5 Runtime 

Crystal Reports Runtime 

TCP/IP

MDAC

IQ Version 8.0

Microsoft® Office 97 (Service Release 2) 
3.3 System Interfaces

In the Continental United States (CONUS) and in the Orient, there are no interfaces to other automated systems.

In Europe HOMES is connected to the USAREUR Community Automation System (UCAS).  The ARA maintains the signed system interface agreement between HOMES and UCAS.

3.4 Network

3.4.1 Installation LAN/WAN

The HOMES system utilizes the installation network, where available.   The architecture employed for the installation network will be the HOMES architecture at that installation.  On a daily basis, the HOMES server replicates its database to a central server controlled by the ARA.

3.4.2 NIPRNET Connectivity

All HOMES users have the connectivity provided by the installation DOIM, where applicable.

3.5 Accreditation Boundary

The HOMES system encompasses the HOMES server and the HOMES software installed on the client workstations. 

4 environment and threat

4.1 Operating Environment

HOMES employs a client/server architecture, and each HOMES site has its own dedicated server.  At most sites, the server and most clients are located in the installation housing office.  The LAN connection between the server and clients is the sites installation network.  The installation network is under the control of the installation Directorate of Information Management (DOIM).  Network security is provided by the DOIM through the implementation of Army security policies.

4.2 Software Development and Maintenance Environment

The HOMES software is maintained at the U.S. Army Software Engineering Center-Meade (SEC-M) located in Fort Meade, Maryland, and at the Army Housing Office located at Ft. Belvoir, Virginia.  Software development is performed by a commercial firm under contract to SEC-M.

4.3 HOMES Threat Description

All automated systems and environments face threats that may seek to exploit and cause harm to the system and the information it processes.  Some threats are natural, some are inherent in the system design, some can be attributed to unauthorized personnel, and some are from authorized personnel who make mistakes.  Four general categories of threats exist: human-intentional, human-unintentional, structural, and natural.  The prime concern within each category is the likelihood that the threat will occur and its impact on the confidentiality, integrity, or availability of the system or information.  Threats change over time and should be periodically reassessed.  Table 2-1 illustrates the threat types and outlines their impact on HOMES.

Table 2-1.  HOMES Threat Matrix

	Threat Type
	Specific Threat
	Likelihood
	Impact

	Human Intentional
	Malicious intruder
	Site dependent based on access and hiring policies in place
	Low – system is decentralized, and site data can be restored from previously replicated database

	
	Terrorism or hostile attack
	
	

	
	Intentional circumvention of security
	
	

	
	Disregard for procedures
	
	

	
	Disgruntled employee
	
	

	
	Curiosity seeker 
	
	

	Human Unintentional
	Untrained user
	Moderate
	Low

	
	Data entry error
	Moderate
	Low

	
	Programming or configuration error
	Low
	Low

	Structural
	Physical environment
	Site dependent
	Moderate

	
	Network anomaly
	Site dependent
	Moderate

	
	Hardware anomaly
	Low
	Low

	
	Software anomaly
	Low
	Moderate

	Natural
	Fire/Lightning Strike
	Site Dependent
	Moderate – data can be restored from previously replicated database when service to the site is restored

	
	Wind
	
	

	
	Flood
	
	

	
	Tornado/Hurricane
	
	


HOMES version 12.01 operates within the networks existent at each installation.   Evaluation of the above threats to the installation network is the responsibility of the installation DOIM.  (Secretary of the Army/United States Army Chief of Staff memorandum “Information Systems Security,” dated 19 June 1997.)

5 certification and accreditation framework

The security accreditation framework followed by HOMES in developing this System Security Authorization Agreement is the DoD Information Technology Security Certification and Accreditation Process (DITSCAP), dated April 1999. The DITSCAP process provides the common framework to certify and accredit systems within the network infrastructures they employ.  It also is used to maintain a documentation baseline of the security posture of HOMES throughout its life cycle.

For DITSCAP purposes, the Army Housing Office as functional proponent represents the interests of the HOMES customer base during the certification and accreditation process.  Therefore, the Security Activity Checklist (see Appendix A) is completed by the HOMES ISSO from the perspective of the STAMIS DAA.

Key elements of the DITSCAP guide are highlighted below.

5.1 Tailoring Factors

Any system, certification, or accreditation concerns that may effect the HOMES certification and accreditation effort are discussed in the following sections.

5.1.1 Programmatic Considerations

There are no programmatic concerns at this time.  

5.1.2 Security Environment

There are no unusual environmental processing concerns at this time.

5.1.3 IT System Characteristics

HOMES development is based primarily on COTS software.  Accordingly, HOMES does not possess any unusual processing characteristics or require any unusual security controls.

5.1.4 Reuse of Previously Approved Solutions

HOMES version 12.01 is functionally based on HOMES version 12.00.  Version 12.01 expands and refines the functionality of version 12.00 without making any hardware, operating system, or environment changes to the application.

5.2 Deployment Summary

HOMES version 12.01 will be deployed beginning 18 Jun 01 following successful completion of the Lead Site Verification Test.

6 system security requirements

6.1 Security Objectives

Security requirements are levied on the system and the environment in which it operates.  Security objectives for system resources shall provide assurances of confidentiality, integrity and authenticity, availability, accountability, and economy by employing physical, procedural, personnel, and technical security controls.  The combining of these controls shall assure that the system and information are afforded an adequate level of protection in a cost-effective manner in terms of dollars, administration, and operation.  Security objectives include the following:

a. Confidentiality.  Only personnel with proper authorization and need-to-know shall be allowed access to data processed, handled, or stored on AIS components.

HOMES contain information that requires protection from unauthorized disclosure.  This information includes privacy information on service members and their dependents.  Confidentiality of personal information plays a significant role in attaining trust from the members served by the system.

b. Integrity and Authenticity.  Safeguards must ensure that information retains its content integrity.  Hardware and software resources of the system shall operate according to requirements and design documents.  Unauthorized personnel shall not be able to create, alter, copy, or delete data processed, stored, or handled by the system.  System information and application software is considered “official” and trusted to be complete and accurate as the basis for payment actions.

HOMES contain information that requires protection from unauthorized, unanticipated, or unintentional modification.  The protection is provided by initial log-in/password protection and restriction of user access rights.

c. Availability.  The system shall be ready for use by authorized users when needed to perform his/her duties.

HOMES contain information or provides services which must be available on a timely basis to meet mission requirements or to avoid substantial delays.  Information must be available so that housing assignments and terminations can be made in a timely manner.

d. Accountability. HOMES performs system accountability for user data entry or editing through the Housing Transaction and Furnishings Transaction Logs.

e. Economy.  Technical and non-technical security mechanisms integrated into the system shall reflect sound fiscal management practices.  Incorporated security mechanisms shall be well founded, configured to perform in the most effective manner, and add value for the investment.

HOMES employs the security mechanisms that are included in the Microsoft Windows NT 4.0 operating system.

6.2 Network Security Requirements

The HOMES version 12.01 operates over the networks existent at each installation.   Security of those networks is the responsibility of the DOIM of the individual installation.  (Secretary of the Army/United States Army Chief of Staff memorandum “Information Systems Security,” dated 19 June 1997.)

7 Security Determination

The DITSCAP process identifies the “System Class” in order to determine the minimum level of effort required to adequately certify an AIS.  The system class is based on several system characteristics that are described in the following sections.

7.1 Interfacing Mode

The interfacing mode categorizes interaction.  The interactions of systems may be through either physical or logical relationships.  Those relationships are referred to as benign, passive, or active.

a. Benign.  Indicates free of interaction; i.e., no physical or logical relationships.  All relationships are restricted to a closed community.

b. Passive.  Indicates limited to indirect interaction, and may or may not have physical relationships, but with tightly controlled logical relationships.  An example is a terminal with receive only sessions.

c. Active.  Indicates direct interaction, with both physical and logical relationships.  The active case may allow multiple interactive sessions with multiple operations, systems, infrastructures, or data.

ASSESSMENT: Although HOMES has only one external interface in Europe only, it uses the installation network for normal operations and uses the WAN to replicate data to a central server.  Therefore, HOMES operates in the ACTIVE mode.

7.2 Processing Mode

The processing mode distinguishes the way processing, transmission, storage, or data is handled.  It reflects the use of the system by one or more different sets of users or processes. Each mode exhibits the following unique security qualities.

a. Dedicated.  Processing, transmission, or storage is within a single information category.  All users and processes have a valid security clearance for all processes and data, and all users or processes have the same need to know.

b. Compartmented.  Processing, transmission, storage, or data is handled across different information categories with single-level access by individual users or processes at any “given time.”  All users and processes have a valid clearance for the most restricted information processed in the system, and a valid need-to-know for the information that the user or process will have access.

c. System High.  Processing, transmission, storage, or data while actually across different information categories, is handled as if it were in a single information category or processing domain.  All users and processes have valid security clearance to all processes and data.  All users and processes may not have the same need to know.

d. Multilevel.  Processing, transmission, storage, or data is handled across different information categories with “simultaneous” access by individual users or processes.  All users and processes may not have the same clearances or need to know.

ASSESSMENT: HOMES operates in the COMPARTMENTED mode since different users have different access levels.

7.3 Attribution Mode

The attribution mode distinguishes the degree or complexity of accountability required to establish authenticity and nonrepudiation.  

a. None.  No processing, transmission, storage, or data carries the ability to establish authenticity or nonrepudiation of the user.

b. Rudimentary.  The most basic processing, transmission, storage, or data carries the ability to attribute them to users or processes.

c. Selected.  Some processing, transmission, storage, or data carries the ability to attribute them to users or processes.

d. Comprehensive.  All or almost all processing, transmission, storage, or data carries the ability to attribute them to users or processes.

ASSESSMENT: HOMES operates in the RUDIMENTARY mode as a result of the Housing and Furnishings Transaction Logs.

7.4 Mission-Reliance Factor

The mission-reliance factor relates the degree that the success of the mission relies on the operation, data, infrastructure, or system.  

a. None.  The mission is not dependent on the operation of the system, the data it processes, the supporting infrastructure, or the system itself.

b. Cursory.  The mission is dependent on the operation, data, infrastructure, or system.

c. Partial.  The mission is partially dependent on the operation, data, infrastructure, or system.

d. Total.  The mission is totally dependent on the operation, data, infrastructure, or system.

ASSESSMENT: HOMES operates in the PARTIAL mode.

7.5 Accessibility Factor

The accessibility factor relates the degree that the operation, data, infrastructure, or system needs to be available from a security perspective.  Here, availability concerns are those that relate to security risks; i.e., non-tolerable operational impacts, and does not include those that are only performance concerns.  

a. Reasonable.  The specific aspect; i.e., the operation, data, infrastructure, or system, must be available in reasonable time to avoid operational impacts.

b. Soon.  The operation, data, infrastructure, or system, must be available soon (timely response) to avoid operational impacts.

c. ASAP.  The operation, data, infrastructure, or system, must be available as soon as possible (quick response) to avoid operational impacts.

d. Immediate.  The operation, data, infrastructure, or system must be available immediately (on demand) to avoid operational impacts.

ASSESSMENT: HOMES operates in the REASONABLE mode.

7.6 Accuracy Factor

The accuracy factor relates the degree that the integrity of operation, data, infrastructure, or system is needed from a security perspective.  Here, integrity concerns are those non-tolerable operational impacts that relate to security risks and does not include those that are only performance concerns.  

a. Not-Applicable.  The degree of integrity for a specific aspect; i.e., the operation, data, infrastructure, or system, is irrelevant as to operational impacts. 

b. Approximate.  The degree of integrity for a specific aspect; i.e., the operation, data, infrastructure, or system, must be approximate in order to avoid operational impacts.

c. Exact.  The degree of integrity for a specific aspect; i.e., the operation, data, infrastructure, or system, must be exact in order to avoid operational impacts.

ASSESSMENT: HOMES operates in the NOT-APPLICABLE mode.

7.7 Information Categories

The mission of each system will determine the information that is processed.  The mission and information will influence the environment and security requirements applicable to each information category.  Information categories are defined by their relationships with common management principles and security requirements promulgated by the security policy for each information category.  Processing, transmission, storage, and data of more than one category of information shall not create a new category but shall instead inherit and shall satisfy all the security requirements of the assigned categories.  Each of the identified categories may carry additional restrictions or special handling conditions; e.g., NATO-releasable or NOFORN.  

a. Unclassified.  All information that is not classified and is not sensitive as defined in paragraph 4.7b below.

b. Sensitive Information.  Information that, the loss, misuse, or unauthorized access to, or modification of, could adversely affect the national interests or the conduct of federal programs, or the privacy that individuals are entitled under 5 U.S.C. 552a (reference (n)).  It is information that has not been specifically authorized under criteria established by an Executive Office or an Act of Congress to be kept secret in the interest of national defense or foreign policy.  Systems that are not national security systems, but contain sensitive information, are to be protected in accordance with the requirements of Public Law 100-235 (reference (a)).  In many cases, it may be useful to further characterize the sensitive information by determining the subcategory.  This may indicate additional national, DoD, Service, or Agency requirements that are imposed by processing that type of information.  The subcategories include:

1. Privacy Act.  This category includes personal information such as medical, pay, personnel information, etc.  Information may be either classified or unclassified.  Privacy Act information requires handling according to a common sensitivity.  Privacy Act information usually requires system and information access control.

2. Proprietary.  This category includes information provided by a source or sources under the condition that it not be released to other sources.  This information may require system or information access control.

3. Financially Sensitive.  This category includes financially and contractually sensitive information.  Information may be either classified or unclassified.  Financially sensitive category information requires handling according to a common sensitivity, and may require special assurance mechanisms such as two-person verification of transactions.  Financially sensitive category information requires system and information access control.

4. Administrative and/or Other.  This category includes DoD information associated with housekeeping activities, information marked For Official Use Only, and unclassified information that does not fall into any of the other information categories.

c. Collateral Classified.  All classified information not included in the Compartmented and/or Special Access Category described in 4.7d below.

d. Compartmented and/or Special Access Classified.  All information that requires special access and a security clearance.  Examples include sensitive compartmented information, Single Integrated Operations Plan-Extremely Sensitive Information, and special access programs.

ASSESSMENT: HOMES information is SENSITIVE BUT UNCLASSIFIED.

7.8 System Class Level

The HOMES system characteristics are specified in Table 4-1.  Each alternative characteristic has an assigned weight.  These weights provide a relative indication of the impact each characterization has on the security of HOMES and the information it processes, and in turn, the overall level of effort for HOMES certification.

Table 4-1.  HOMES System Characteristics

	Characteristic
	HOMES Assessment
	Alternative Characteristics
and Assigned Weights
	HOMES Assigned Weight

	Interfacing Mode
	Active
	Benign (1), Passive (3), or Active (7)
	7

	Processing Mode
	Compartmented
	Dedicated (1), Compartmented (2), System High (5), or Multilevel (8)
	2

	Attribution Mode
	Rudimentary
	None (1), Rudimentary (2), Selected (4), or Comprehensive (6)
	2

	Mission-Reliance Factor
	Partial
	None (0), Cursory (1), Partial (3), or 
Total (7)
	3

	Accessibility Factor
	Reasonable
	Reasonable (1), Soon (2), ASAP (4), or Immediate (7)
	1

	Accuracy Factor
	Not-Applicable
	Not-applicable (0), Approximated (2), or Exact (5)
	0

	Information Categories
	Sensitive
(Including Privacy Act and Financially Sensitive information)
	Unclassified (0), Sensitive Information (2), Collateral Classified (5), or Compartmented and/or Special Access Classified (7)
	2

	
	TOTAL
	
	17


7.9 Certification Analysis Level

The certification analysis level is determined by calculating the AIS’s Total Weighing Factor.  The Total Weighing Factor is the sum of the individual weights assigned to each of the selected system characteristics in Table 4-1.  

The Certification Level is finally determined by finding the level that corresponds to the Total Weighing Factor in Table 4-2.

Table 4-2.  Certification Level

	Total Weighing Factor
	Certification Level
	Required Level of Effort
	Description

	Less than 17
	Level 1
	Minimum Security Checklist
	The activity performed at this level consists of completing the Minimum Security checklist.

	Between 13 - 26
	Level 2
	Minimum Analysis
	Requires completion of the minimum security checklist and independent certification analysis
.

	Between 20 - 37
	Level 3
	Detailed Analysis
	Requires completion of the minimum security checklist and more in-depth, independent analysis.

	Between 30 - 47
	Level 4
	Extensive Analysis
	Requires completion of the minimum security checklist and the most extensive independent analysis.


Using Table 4-2, a Total Weighing Factor of 17 correlates to a Level 1 or a Level 2 Certification for HOMES Version 12.01.  In this situation, the Certification Authority must determine if the risk of compromise of HOMES data warrants the higher certification level.  Since the application is not considered Mission Critical at the Department of Army level, it is determined that the certification level for HOMES is Level 1.  The Minimum Security Checklist for Version 12.01 is attached as Appendix A to this document.  Appendix A is completed from the perspective of the STAMIS DAA.

Appendix A.  Minimal Security Activity Checklists

	System Architecture Analysis
	YES
	NO
	N/A
	NOTES

	1. Does the systems architecture documentation describe the architecture, including graphics, of the system and interconnections providing or supporting system functions?
	
	
	X
	Utilizes existing network

	2. For a domain, does the systems architecture show how multiple systems link and interoperate, and describe the internal construction and operations of particular systems within the architecture?
	
	
	X
	Not a unique domain

	3. For the individual system, does the systems architecture include the physical connection, location, and identification of key nodes (including circuits, networks, etc.)?
	
	
	X
	Utilizes existing network

	4. Does the system architecture specify system and component performance parameters (e.g., mean time between failure, maintainability, and availability)?
	
	
	X
	Not specified by the FP

	5. Does the system architecture identify and describe the hardware configuration?
	X
	
	
	

	6. Does the system architecture identify and describe the software configuration?
	X
	
	
	

	7. Does the system architecture identify and describe the firmware to be used in the system?
	
	
	X
	No firmware

	8. Does the system architecture identify and describe all system interfaces?
	X
	
	
	

	9. Does the system architecture identify and describe all external connections?
	X
	
	
	

	10. Does the system architecture define the accreditation boundary?
	X
	
	
	

	11. Does the system security architecture implement the security policy and requirements?
	X
	
	
	

	12. Does the architecture state how the security enforcing functions of the system will be provided?
	X
	
	
	Through OS & transaction logs

	13. Does the system maintain a domain for its own execution that protects it from external interface or tampering?
	
	
	X
	No unique domain

	14. Are safeguards in place to detect and minimize inadvertent or malicious modification or destruction of the computer system?
	X
	
	
	

	15. Does the system design documentation accurately reflect a decomposition of the system security policy and requirements into constituent system elements?
	X
	
	
	


	Software Design Analysis
	YES
	NO
	N/A
	NOTES

	1. Was a security analysis conducted to determine the appropriate security requirements?
	X
	
	
	Windows NT, US-2 data

	2. Was the design specification evaluated and approved for the adequacy of software security measures necessary to meet the security requirements?
	X
	
	
	

	3. Were all the security requirements incorporated in the software?
	X
	
	
	

	4. Does the software security design meet the approval of the DAA?
	X
	
	
	

	5. Does the software design documentation accurately reflect a decomposition of the system security policy and requirements into constituent software elements?
	X
	
	
	

	6. Are security enforcing components identified?
	X
	
	
	Log files in OS and application

	7. Are non-security-enforcing components identified whose failure or misuse could compromise security?
	
	X
	
	

	8. Is there a close correspondence between the detailed design and the source code and/or hardware drawings?
	X
	
	
	CM through SourceSafe

	9. Were all the general requirements incorporated in the design?
	X
	
	
	

	10. Is there evidence of traceability, such as matrices, tables or trees, which map the security requirements to software components or modules containing the security designs and implementation?
	X
	
	
	CM

	11. Does the system design documentation follow the appropriate document standards (DID, etc.) with respect to traceability compliance?
	X
	
	
	Meets contractual requirements

	12. Are there complete and appropriate references to other security relevant documents in the design documentation?
	
	X
	
	

	13. Does the operating system support the security requirements?
	X
	
	
	Windows NT

	14. Does the operating system meet the requirement for identification?

(a) Are all authorized users uniquely identified before being granted access to the system?
	X
	
	
	

	(b) Does the operating system enforce unambiguous USERIDs to identify its users?
	X
	
	
	

	(c) Does the security administrator have a choice of automatic or manual disabling of USERIDs?
	X
	
	
	

	15. Does the operating system meet the requirements for authentication?

(a) Does the operating system verify the identity of all users prior to allowing access?
	X
	
	
	

	(b) Does the operating system preserve the confidentiality and integrity of stored authentication information such as passwords, PINs, and authentication tokens?
	X
	
	
	

	16. Does the operating system meet the requirement for data and system integrity?

(a) Does the operating system have the capability to identify the original creator of any named or user-accessible resources such as data and processes?
	X
	
	
	

	17. Does the operating system meet the requirement for audit?

(a) Does the audit log provide the capability to investigate unauthorized activities after they occur so that proper remedial action can be taken?
	X
	
	
	

	(b) Are the audit requirements defined?
	X
	
	
	

	(c) Does the operating system generate logs that contain information about security relevant events?
	X
	
	
	

	(d) Are items selectable and definable for recording by the security administrator?
	X
	
	
	

	(e) Are audit logs protected from unauthorized access or destruction by means of access controls based on user?
	X
	
	
	

	(f) Are audit logs and audit control mechanisms protected from modification or destruction?
	X
	
	
	

	18. Does the operating system meet the requirements for data confidentiality?
	X
	
	
	


	Network Connection Rule Compliance Analysis
	YES
	NO
	N/A
	NOTES

	1. Does the system or network connect to any other network or systems?
	X
	
	
	

	2. Are the network interfaces and communications clearly defined?

(a) Is there a network configuration diagram available?
	X
	
	
	

	(b) Is there an identification of information that is allowed to flow across the interface?
	X
	
	
	

	3. Are the security requirements for all interfaces defined?
	X
	
	
	

	4. Are all security requirements for all interfaces defined?
	X
	
	
	

	5. Do all communications links between remote facilities and the central LAN or central computer facility meet the requirements for the transmission of the highest classification of information to be transferred?
	X
	
	
	

	6. Do all communications links between remote facilities and the central LAN or central computer facility meet the requirements for all categories of data contained in the system?
	X
	
	
	

	7. Are all remote workstations or terminals uniquely identified when accessing the host?
	X
	
	
	

	8. Does the network design comply with the security requirements?
	X
	
	
	Existing MILNET

	9. Are MOUs in place for each network interface?
	
	
	X
	

	10. Are procedures in place to ensure that individual nodes of the network comply with the network countermeasures and requirements prior to interfacing with the network?
	
	
	X
	


	Integrity Analysis of Integrated Products (COTS and GOTS)
	YES
	NO
	N/A
	NOTES

	1. Are the COTS and GOTS products certified?
	
	X
	
	Per DISA website

	2. Are the COTS and GOTS products accredited?
	
	X
	
	Per DISA website

	3. Were the products developed by cleared developers and integrators?
	
	
	X
	

	4. Have the COTS and GOTS products been evaluated for security vulnerabilities?

(a) Have the products been checked for viruses, Y2K compliance, backdoors or trapdoors?
	X
	
	
	

	(b) Is public domain software included in the products? 
	
	X
	
	

	(c) Were products developed in the C programming language?
	
	X
	
	

	(d) Is Java used in the products?
	
	X
	
	

	(e) Is Active-X used in the products?
	
	X
	
	

	(f) Do the products run in user mode or kernel mode?
	
	X
	
	

	5. Have any modifications been made to previously approved products?
	
	X
	
	

	6. If modifications have been made, have the modifications been evaluated for security vulnerabilities.
	
	
	X
	


	Life-cycle Management Analysis
	YES
	NO
	N/A
	NOTES

	1. Is all the software (including the current version number) reflected in the SSAA?
	X
	
	
	

	2. Has all the software on the system been properly licensed?
	X
	
	
	

	3. Is authenticity of the operating system software verified by comparing the registry or shipment number of the software package with that contained in record communications from the originator?
	X
	
	
	

	4. Is proper documentation available for all software, and are all modules and interfaces described in detail?
	X
	
	
	

	5. Is an inventory of all software maintained?
	X
	
	
	

	6. Are configuration management procedures in place for new additions of software, updated software, and maintenance of software?
	X
	
	
	

	7. Prior to operational use of any new system release, does the ISSO conduct sufficient testing to verify that the system meets the security requirements?
	X
	
	
	

	8. Are new releases tested and debugged during dedicated time in a controlled environment?
	X
	
	
	

	9. Are all software patches unique to the site tested by software personnel?
	X
	
	
	

	10. Is the operating system software protected to the highest classification for all restrictive categories of data that the central system is processing or storing online?
	X
	
	
	

	11. Is a backup copy of all application software, operating system and system utilities maintained?
	X
	
	
	

	12. Are the backup copies protected as described in 10 above?
	X
	
	
	

	13. At a minimum, are all software and backups stored in a fire rated container or off site location?
	X
	
	
	

	14. Are Configuration Management and Change Controls documented?

(a) Is the authenticity of the operating system or executive software verified by comparing the registry or shipment number of the software package with that contained in record communications from the originator?
	X
	
	
	

	(b) Prior to operational use of any new system release, does the ISSO conduct sufficient testing to verify that the system meets the documented and approved security applications?
	X
	
	
	

	(c) Are new releases tested and debugged during dedicated time in a controlled environment?
	X
	
	
	

	(d) Are all software patches tested by system software personnel?
	X
	
	
	

	(e) Does the ISSO or CM Review Board maintain a system baseline and backup?
	X
	
	
	

	(f) Does the ISSO maintain and monitor a log of all system patches?
	X
	
	
	

	(g) Has the ISSO developed and approved a method to control access to system tapes or disks?
	X
	
	
	

	(h) Has each individual user been assigned a unique user identification and password that has been randomly machine generated?
	
	X
	
	Passwords not machine generated

	15. Are functional configuration audits performed?
	X
	
	
	Use Case development

	16. Is there a process in place for requesting and approving system changes before they are made?
	X
	
	
	

	17. Are all system modifications reflected in the SSAA and are procedures in place to keep the SSAA system configuration current?
	X
	
	
	


	Vulnerability Assessment
	YES
	NO
	N/A
	NOTES

	1. Have all vulnerabilities identified in tasks 2-1 through 2-5 been documented in the SSAA?
	X
	
	
	See Table 2-1

	2. Have the vulnerabilities been analyzed to determine their susceptibility to exploitation?
	
	X
	
	

	3. Have the vulnerabilities been analyzed to determine the probability of their occurrence?
	X
	
	
	

	4. Has the threat been properly documented and analyzed to determine the relationship to this system?
	
	X
	
	

	5. Have the threat and vulnerabilities been analyzed to determine the risk to the system operation?
	X
	
	
	

	6. Have additional countermeasures been identified to address the risks?
	
	X
	
	

	7. If any residual risks remain, have they been documented in the SSAA?
	
	
	X
	

	8. Are the residual risks acceptable for operation of this system?
	
	
	X
	

	9. Have security test and evaluation procedures been developed to evaluate the high risk areas?
	
	
	X
	

	10. Is this system ready for full scale integration and to progress to Phase 3?
	X
	
	
	


	Security Testing and Evaluation (ST&E)
	YES
	NO
	N/A
	NOTES

	1. Has a system ST&E plan been prepared and is it sufficient to ensure thorough examination and exercising the system security confidentiality, integrity and availability control features and procedures to determine their effectiveness and reliability?
	X
	
	
	Testing of software releases

	2. Have system ST&E procedures been prepared?

(a) Are the procedures sufficiently comprehensive to ensure thorough examination and exercising the system security confidentiality control features and procedures to determine their effectiveness and reliability?
	X
	
	
	

	(b) Are the procedures sufficiently comprehensive to ensure thorough examination and exercising the system security integrity control features and procedures to determine their effectiveness and reliability?
	X
	
	
	

	(c) Are the procedures sufficiently comprehensive to ensure thorough examination and exercising the system security availability control features and procedures to determine their effectiveness and reliability?
	X
	
	
	

	(d) Are the procedures sufficiently comprehensive to ensure thorough examination and exercising the system security accountability control features and procedures to determine their effectiveness and reliability?
	X
	
	
	

	(e) Are the procedures traceable to the security requirements in the requirements traceability matrix?
	X
	
	
	

	(f) Are all security requirements tested?
	X
	
	
	Through SDT & SQT

	3. Have tools been identified to support the ST&E?

(a) Have the tools been procured with sufficient licenses to test the entire system or network?
	
	
	X
	No tools required

	(b) Will the ISSO or system manager retain a copy of the tool and a license to run the tool?
	
	
	X
	

	(c) Are any proprietary tools being used? If so, how will the government obtain use of the tool for periodic re-testing?
	
	
	X
	

	4. Has the ST&E been performed?
	X
	
	
	SDT/SQT

	5. Have the results of the ST&E been documented in the SSAA?
	
	X
	
	

	6. Have the ST&E results been analyzed to identify any vulnerabilities of this system?
	X
	
	
	

	7. Have the vulnerabilities been documented in the SSAA?
	X
	
	
	See Table 2-1

	8. Does the ISSO maintain a copy of the ST&E plan and results?
	
	X
	
	Maintained in SourceSafe


	Penetration Testing
	YES
	NO
	N/A
	NOTES

	1. Is there an announced/unannounced monitoring/ penetration vulnerability assessment process or procedure in place?
	
	
	X
	

	2. Are vulnerabilities and discrepancies analyzed to determine their susceptibility to exploitation?
	
	
	X
	

	3. Does the system have any intrusion detection or real-time monitoring software installed?
	
	
	X
	

	4. Are network analysis tools used to monitor the integrity of the system?
	
	
	X
	


	System Management Analysis
	YES
	NO
	N/A
	NOTES

	1. Has a Computer System Security Program been established?
	X
	
	
	

	2. Has the system (and all applications and networks) been accredited?

(a) Did the accreditation use the DITSCAP process?
	X
	
	
	

	(b) Has a SSAA been developed?
	X
	
	
	

	(c) Has the SSAA been approved?
	X
	
	
	

	3. Has the DAA determined if a risk assessment is required?

(a) Has a risk assessment been performed?
	X
	
	
	

	(b) Does the ISSO maintain a copy of the risk assessment?
	
	X
	
	Maintained in SourceSafe

	(c) Is the risk assessment kept updated and repeated?
	X
	
	
	

	(d) Is the risk assessment updated when any change is made to the facility, IT equipment, system software, or application software that affects the overall IT security posture?
	X
	
	
	

	(e) Is the risk assessment updated when any change is made in operational configuration, data sensitivity, or classification level?
	X
	
	
	

	(f) Is the risk assessment updated when any change is made that appears to invalidate the original conditions of accreditation?
	X
	
	
	

	4. Is the system reaccredited when any change is made to the facility, IT equipment, system software, or application software that affects the overall IT security posture?
	X
	
	
	

	5. Is the system reaccredited when any change is made in operational configuration, data sensitivity, or classification level?
	X
	
	
	

	6. Is the system reaccredited when any change is made that appears to invalidate the original conditions of accreditation?
	X
	
	
	

	7. Has an ISSO been appointed in writing?
	X
	
	
	

	8. Is the ISSO the focal point for all security matters for the IT systems assigned?
	X
	
	
	

	9. Have the duties and responsibilities of the ISSO been defined in writing?
	X
	
	
	Section 2.4

	10. Do the ISSO duties include the following:

(a) Executing the Computer Security Program as it applies to the assigned IS including preparing and supporting the accreditation support documentation?
	X
	
	
	

	(b) Maintaining an inventory of IS hardware, system software, and major functional application systems?
	X
	
	
	

	(c) Monitoring system activity (e.g., identification of the levels and types of data handled by this IS, assignment of passwords, review of audit trails) to ensure compliance with security directives and procedures?
	X
	
	
	

	(d) Security oversight and monitoring of remote IS components to ensure compliance with security requirements?
	X
	
	
	

	(e) Conducting and documenting risk assessments for the assigned IS?
	X
	
	
	

	(f) Supervising, testing and monitoring changes in the IS affecting the system activity posture?
	X
	
	
	

	(g) Implementing or overseeing the implementation of appropriate countermeasures?
	X
	
	
	

	(h) Implementing or overseeing the implementation of the Security and the Training and Awareness Programs?
	X
	
	
	

	(i) Monitoring procurement for security impact to ensure compliance with security regulations and known security requirements for the assigned IS?
	X
	
	
	

	(j) Ensuring that all IS security incidents or violations are investigated, documented, and reported to appropriate authorities?
	X
	
	
	

	11. Has the ISSO developed and approved a method to control access to system tapes or disks?
	X
	
	
	

	12. Does the ISSO maintain a copy of the ST&E plan and results?
	
	X
	
	Maintained in SourceSafe

	13. Has each individual user been assigned a unique user identification and password that has been randomly machine generated?
	
	X
	
	


	Site Accreditation Survey
	YES
	NO
	N/A
	NOTES

	1. Has a site survey been completed?
	X
	
	
	Deployment

	2. Has the system been certified and accredited previously?
	X
	
	
	

	3. Does the computer facility meet the following requirements:

(a) Is the system operated within the manufacturer’s optimum temperature and humidity range specifications?
	X
	
	
	

	(b) Are environmental systems dedicated to the computer facility?
	
	
	X
	Site specific

	(c) Are environmental controls regulated by key designated personnel only?
	
	
	X
	Site specific

	(d) Is a temperature/humidity recording instrument installed to monitor the system area?
	
	
	X
	Site specific

	(1) Is the temperature/humidity instrument connected to an alarm to warn of near-limit conditions?
	
	
	X
	Site specific

	(e) Is adequate lighting present?
	X
	
	
	Office environment

	(f) Is emergency lighting available?
	
	
	X
	Site specific

	(g) Is electrical power reliable?
	
	
	X
	Site specific

	(h) Are voltage regulators or other electronic devices present to prevent serious power fluctuations?
	
	
	X
	Site specific

	(i) Does the facility have an interruptible power source?
	X
	
	
	Deployed with server

	(j) Are cleaning procedures and schedules established and adhered to?
	
	
	X
	Site specific

	(k) Is the facility overhead free of steam and water pipes?
	
	
	X
	Site specific

	(l) Are plastic sheets available to protect the system from water damage?
	
	
	X
	Site specific

	(m) Is there a facility fire bell?
	
	
	X
	Site specific

	(n) Are emergency exits clearly marked?
	
	
	X
	Site specific

	(o) Do employees receive periodic training in the following areas:

(1) Power shut down and start-up procedures?
	
	
	X
	Site specific

	(2) Operation of emergency power?
	
	
	X
	Site specific

	(3) Operation of fire detection and alarm systems?
	
	
	X
	Site specific

	(4) Operation of fire suppression equipment?
	
	
	X
	Site specific

	(5) Building evacuation procedures?
	
	
	X
	Site specific

	(p) Is a master power switch or emergency cut-off switch to system equipment available?
	
	
	X
	Site specific

	(q) Is the master power switch located near the main entrance of the system area?
	
	
	X
	Site specific

	(r) Is the master power switch adequately labeled, or protected by a cover, to prevent accidental shut-off?
	
	
	X
	Site specific

	(s) If the system processes critical applications, has a sequential shutdown routine been defined?
	
	
	X
	Site specific

	(t) Do a sufficient number of portable fire extinguishers exist?
	
	
	X
	Site specific

	(u) Does a central fire suppression system exist?
	
	
	X
	Site specific

	(v) Is automatic smoke/fire detection equipment present?
	
	
	X
	Site specific

	(w) Does the fire/smoke system activate an alarm at the nearest fire station?
	
	
	X
	Site specific


	Contingency Plan
	YES
	NO
	N/A
	NOTES

	1. Is there a contingency plan in existence for this system?
	X
	
	
	

	2. Does the contingency plan address the following, at a minimum:

(a) The actions required to minimize the impact of a fire, flood, civil disorder, natural disaster, or bomb threat?
	
	X
	
	

	(b) Back-up procedures to conduct essential system operational tasks after a disruption to the primary system facility?
	X
	
	
	

	(c) Recovery procedures to permit rapid restoration of the system facility following physical destruction, major damage, or loss of data?
	X
	
	
	

	3. Does the contingency plan provide for the following:

(a) Storage of system back-up data in off-site storage or in the central computer facility in metal or other fire retardant cabinets?
	X
	
	
	

	(b) Duplicate system tapes, start-up tapes/decks, database save tapes, and application program tapes unique to the site to be maintained in a secure location removed from the central computer facility?
	X
	
	
	

	(c) Identification of an alternate site containing compatible equipment?
	X
	
	
	

	(d) Destruction or safeguarding of classified material in the central computer facility in the event that the facility must be evacuated?
	
	
	X
	No classified material

	4. Has the contingency plan been testing during the past year?
	
	X
	
	

	5. Does the ISSO maintain a copy of the contingency plan?
	
	X
	
	Maintained in SourceSafe

	6. Does the contingency plan contain criteria to state when it should be implemented and whom can make that decision?
	
	X
	
	


	Risk Management Review
	YES
	NO
	N/A
	NOTES

	1. Has the DAA determined if a risk assessment is required?
	X
	
	
	

	2. Has a risk assessment been performed?

(a) Are risk analysis and incident response procedures documented?
	X
	
	
	

	(b) Does the ISSO maintain a copy of the risk assessment?
	
	X
	
	Maintained in SourceSafe

	(b) Is the risk assessment kept updated and repeated?
	X
	
	
	

	3. Have all vulnerabilities identified in tasks 2-1 through 2-5 been documented in the SSAA?
	X
	
	
	Table 2-1

	4. Have the vulnerabilities been analyzed to determine their susceptibility to exploitation?
	
	X
	
	

	5. Have the vulnerabilities been analyzed to determine the probability of their occurrence?
	X
	
	
	

	6. Has the threat been properly documented and analyzed to determine the relationship to the system?
	
	X
	
	

	7. Have the threat and vulnerabilities been analyzed to determine the risk to system operation?
	X
	
	
	

	8. Have additional countermeasures been identified to address the risks?
	
	X
	
	

	9. If any residual risks remain, have they been documented in the SSAA?
	
	
	X
	

	10. Are the residual risks acceptable for operation of this system?
	
	
	X
	

	11. Have security test and evaluation procedures been developed to evaluate the high risk areas?
	
	
	X
	

	12. Is this system ready for accreditation and to progress to Phase 4?
	X
	
	
	


� As defined in the task statements for certification analysis in the Verification and Validation phases.
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